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Introduction

=> Lunatik
€ Luainthe Linux Kernel

& 'Scriptable Operating Systems with Lua"
e Vieira Neto, L., lerusalimschy, R., de Moura, A.L. and Balmer, M.

- Luadata
® “Zero-copy”

-> NFLua
€ Neffilter Binding
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Safe Browsing
-> Configuration

# cat nf_{threat,safebro,http,ssl}.lua > /proc/nf_lua

# iptables -A FORWARD -p tcp --dport 80 --tcp-flags PSH PSH \
-m lua --function nf_http -j DROP

# iptables -A FORWARD -p tcp --dport 443 --tcp-flags PSH PSH \
-m lua --function nf_ssl -j REJECT --reject-with tcp-reset



Safe Browsing
-> Configuration

local function init()
104 local file
local conf

assert(io.open('/var/config/safebro/safebro.json', 'r'))
file:read'a'

local params = json.decode(conf)

webroot.init(params.deviceld, params.oem, params.uid, params.server)
local nflua = assert(io.open('/proc/nf_lua', 'w+'))
nflua:write(string.format('safebro.config[[%s]]', conf)) -

nflua:flush()

daemon(params)
end

threatd.lua



static ssize_t nflua_write(struct file xfile, const char __user xbuf,

Safe Browsing |
-> Configuration e o

int err_exec 0;

if (size == 0)
return 0;

script = (char x)kmalloc(size, GFP_KERNEL);
if (script == NULL)
return —ENOMEM;

if (copy_from_user(script, buf, size) < @)
return -EIO;

spin_lock_bh(&lock);
luaU_setenv(L, NULL, struct nflua_ctx);

if (nflua_dostring(L, script, size) != 0) { -
pr_err("ss\n", lua_tostring(L, -1));
lua_pop(L, 1); /* error x/
err_exec = —-ENOEXEC;

}

spin_unlock_bh(&lock);

kfree(script);

return err_exec ? err_exec : size;
xt_lua.c



Safe Browsing
-> Configuration

117 function safebro.config(settings)
local _conf = json.decode(settings) 4mm
conf.profiles = load_profiles(_conf.profiles or {})
conf.reputation = _conf.reputation or conf.reputation
conf.categories = load_list(_conf.categories or conf.categories)
conf.whitelist = load_list(_conf.whitelist)

end

nf_safebro.lua
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Safe Browsing
-> Filter

static bool nflua_match(const struct sk_buff xskb, struct xt_action_param *par)
{

const struct xt_lua_mtinfo xinfo = par—->matchinfo;

struct nflua_ctx ctx = {.skb = skb, .par = par};

bool match = false;

int error = 0;

int frame = LUA_NOREF;

int packet = LUA_NOREF;

spin_lock(&lock);
lual_setenv(L, &ctx, struct nflua_ctx);

if (lua_getglobal(L, info—>func) != LUA_TFUNCTION) {
pr_err("%s: %s\n", "couldn't find match function", info->func);
goto out;

frame = ldata_newref(L, skb_mac_header(skb), skb—>mac_len);
packet = ldata_newref(L, skb->data, skb->len);

error = lua_pcall(L, 2, 1, 0);

ldata_unref(L, frame);
ldata_unref(L, packet);

if (error) {
pr_err("%s\n", lua_tostring(L, -1));
goto out;

par->hotdrop = (bool) lua_isnil(L, -1); /* cache miss? */

match = par—>hotdrop ? false : (bool) lua_toboolean(L, -1);
out:

lua_pop(L, 1); /* result, info->func or error x/

spin_unlock(&lock);

return match;



Safe Browsing
-> Filter

if (lua_getglobal(L, info->func) '= LUA_TFUNCTION) { -
pr_err("ss: %s\n", "couldn't find match function", info->func);
goto out;

}

frame = ldata_newref(L, skb_mac_header(skb), skb—>mac_len); -

packet = ldata_newref(L, skb->data, skb->1len);

error = lua_pcall(L, 2, 1, 0); -

ldata_unref(L, frame);
ldata_unref(L, packet);

if (error) {
pr_err("%ss\n", lua_tostring(L, -1));
goto out;

par—->hotdrop = (bool) lua_isnil(L, -1); /* cache miss? x/ -

match = par->hotdrop ? false : (bool) lua_toboolean(L, -1); xt lua.c



Safe Browsing
-> Filter

function nf_http(frame, packet)
local mac = nf.mac(frame) -
local ip = nf.ipv4(packet)
local tcp, payload = nf.tcp(ip)

if payload and not threat.bypass[mac.src] then
local request = tostring(payload)
local path, host = string.match(request, '[A-Z]+ (%g+).xHost: (%g+)"') -

if host then
local uri = host .. path
local urikey = threat.key(mac, uri)
local hostkey = threat.key(mac, host)

return not whitelist(hostkey, urikey)

and not unblock(host, hostkey, uri, urikey, request) -
and block(mac, ip, tcp, host, uri) —-— DROP
end
end

return false — ALLOW -

end nf_http.lua



Safe Browsing
-> Filter

function nf.ipv4(packet)

end

local layout = data.layout{

}

version ={ 0,
ihl ={ 4,
tos = B
ecn =d 14,
tot_len ={ 16,
id ={ 32,
flags == Wl
frag_off = { 51,
ttl ={ 64,
protocol = { 72,
check ={ 86,
src =4{ 96,
dst ={ Y24,

4},
4},
6},
2},
16,
16,
3},
13
8},
8},
16,
32,
32,

return segment(packet, layout)

'net'},
'net'},

'net'},

'net'},

'net'},
'net'},

nf.

lua



Safe Browsing
-> Filter

63 function nf_ssl(frame, packet)
local mac = nf.mac(frame)
local ip = nf.ipv4(packet)
local tcp, payload = nf.tcp(ip, ssl)

if threat.bypass[mac.src] then return false end
local host = is_client_hello(payload) and extract_hostname(payload) -
return host and not threat.whitelist[threat.key(mac, host)] and

safebro.filter(mac.src, ip.src, host)
end

nf_ssl.lua



Safe Browsing

-=> Filter

local function extract_hostname(payload)
local ssl_info = payload:segment(43)

BYTE}

ssl_info:layout{sid
ssl_info:layout{sid

if not ssl_info.sid or not ssl_info.cis then return false end
local noise_len = 50 + ss1_info.sid + ssl_info.cis

local extension = payload:segment(noise_1len)
if not extension then return false end

repeat
extension: layout(server_name)

if extension.id == @ and extension.ext_id == @ then
local len = extension.ext_len - 3
local hostname = extension:segment(9, 1len)
return tostring(hostname)

end

extension = extension:segment(extension.len + 4)
until not extension

return false
end

BYTE, cis = {8 + (ssl_info.sid * 8), 16,

‘net'}}

nf_ssl.lua



Safe Browsing

9 F||ter local function block(mac, ip, tcp, host, uri)
local block, reason = safebro.filter(mac.src, ip.src, host, uri) -

if block then
local salt

local page = blockpage

if reason ~= 'access' then

local uri = reason == 'db' and uri or host
page = warnpage
salt = math.random()
blocked[threat.key(mac, uri)] = salt
end
nf.reply('tcp', response(page, uri, salt)) -

finished[source(ip, tcp)] = true
end

return block

s nf_http.lua



Safe Browsin
-> Filter

o060 < (>, @O block.getcujo.com ] o fh a

Let's stop for a moment.

block.getcujo.com may contain malware, viruses,
phishing hacks, or other forms of criminal content. By
opening it you risk letting criminals access your files,
pictures, cameras, or worse. Even respectable websites
are sometimes unknowingly infected.

We suggest thatyou Go Back to Safety

If you understand the risks to your security, you may still
visit this unsafe site.

Block page



Why Lua?

-

Extensible Extension Language
€ Embeddable and Extensible
& CLibrary

Almost Freestanding

Small Footprint

¢ ~250KB

Fast

MIT License



Why Lua?

-> Ease of Development

- High-level Language
-> Dynamically Typed

-> Domain-specific API



Why Lua?
-> Safety

Automatic Memory Management
Protected Call

Fully Isolated States

Cap the Number of Executed Instructions

Test Suite

\ 20 J 0 7 %



Why Lua?

=> Security

e A single vulnerability disclosed since 1993

CVE Details

The ultimate security vulnerability datasource

Log In Register Vulnerability Feeds & Widg¢

Switch to https:// — o
LUA : Vulnerability Statistics

(e.g.: CVE-2009-1234 or 2010-1234 or 20101234)

Home

Browse :
Vendors Products (1)  Vulnerabilities (1)  Search for products of LUA  CVSS Scores Report  Possible matches for this vendor  Related Metasploit Modules
Products Vulnerability Feeds & Widgets

Vulnerabilities By Date
Vulnerabilities By Type
Reports :

Vulnerability Trends Over Time

. Http . . .
s Year  vu #T:fimi 2t COd; ection cMemot;y I Sqtli = :wmonl’ Tepone Bypta:is Inf Gamti Prisialm SR ':“ei #Io 1::
CVSS Score Distribution uineral es xecution orruption njec on raversal Splitl:ing something Information leges nclusion exploits
Search : 2014 4l 1 1
Vendor Search
Total i I g

Product Search
Version Search % Of All 100.0 0.0 100.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Vulnerability Search

By Microsoft References

Warning : Vulnerabilities with publish dates before 1999 are not included in this table and chart. (Because there are not many of them and they make the page look bad; and they may not be
years.)



Benchmarks
=> Tinyproxy
¢ ~150 Mbps
4 CPU Bound

= NFLua
€ Slow Path: ~500 Mbps
€ Fast Path: ~750 Mbps
4 Not CPU Bound

-> Bypass
¢ ~890 Mbps

=> Online Units: ~5.5k



